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DATA RING AND METHOD FOR OPERATING DATA RINGS 
Cross -Reference to Related Application: 

This application is a continuation of copending International 
5 Application No. PCT/DE02/01944 , filed May 27, 2002, which 

designated the United States and was not published in English. 

Background of the Invention: 
Field of the Invention: 
The invention relates to a data ring having two or more nodes 
10 that can be disconnected and to which appliances can be 

connected. The nodes are provided for communication with one 
another. A device for fault handling is provided in the 
nodes. A monitoring apparatus monitors and drives the nodes. 

Data rings such as these are known, for example, as a HUB. 

15 One particularly powerful variant of them operates in 

accordance with the fiber channel standard. The appliances 
that are connected to the nodes of the data ring can 
communicate flexibly with one another. At the same time, data 
is introduced into the data ring from one appliance and is 

20 read by another appliance where this is identified as being 
the destination appliance. 
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During the process of setting up a data ring such as this, 
initialization processes are carried out, inter alia. In the 
initialization processes, each appliance is registered in the 
data ring and a check is at the same time carried out to 
5 determine which other appliances are present with which it can 
communicate . 

In the case of data rings of this type, the nodes have a 
device for fault handling which can check the data which is 
supplied from the appliance and can identify when faulty data 

10 signals occur. This makes it possible to identify when an 
appliance is faulty. When an appliance fault occurs, the 
device for fault handling in the node switch on an so-called 
bypass, which bridges that appliance- This is also then 
referred to as switching off that node. This ensures that 

15 only appliances that are operating correctly are included in 
the data ring and that the data communication always takes 
place correctly. 

In the case of faults that could be of a temporary nature or 
relate to the entire data ring, there should however, often be 
20 no immediate reaction. If an appliance is disconnected in the 
manner described above and is removed from the data ring, 
there should, however, often be no immediate reaction. If an 
appliance is disconnected in the manner described above and is 
removed from the data ring by switching off a bypass, this is 
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a very short fault for the other nodes ^ and generally does not 
lead to fault handling. It is thus possible for the other 
appliances that are included in the data ring not to be aware 
of the fact that a node has been disconnected, and 
5 subsequently to introduce data into the data ring which cannot 
be accessed by a another appliance. Correct operation is then 
no longer possible . 

On the other hand, a situation occurs in which an additional 
appliance is connected to a node that has been switched off 
until then and the node is then connected. Since this 
appliance had not yet been connected during the process of 
initialization of the data ring and thus when the data ring 
was set up, it is still unknown to the other appliance which 
are connected to the other nodes and, in many cases, cannot be 
used correctly. 

One known possible way to solve the problem is for the 
monitoring apparatus to monitor the nodes to determine whether 
any appliances have been removed from or connected to the 
configuration, for example whether any nodes have been 
20 connected or disconnected. The other nodes are informed via 
suitable fast algorithms. The solution such as this is, 
however, inflexible and does not operate, at least when a 
further data ring is connected instead of an appliance. With 
a concatenated data ring configuration such as this, the 
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monitoring apparatus has no connection to the nodes in the 
additionally connected data ring, so that point monitoring, 
originating from standard logic, or driving of the appliance 
that are connected there is impossible. 

Summary of the Invention: ' 

It is accordingly an object of the invention to provide a data 
ring and a method for operating data rings that overcome the 
hereinaf ore -mentioned disadvantages of the heretofore -known 
devices and methods of this general type and that, when 
appliances are added and removed, the other nodes and/or 
appliances are reliably made aware of this. In which case, a 
solution such as this is intended to be flexible and must also 
have the capability to be used with concatenated data rings. 

With the foregoing and other objects in view, there is 
15 provided, in accordance with the invention, a data ring that 
includes at least two disconnectable nodes, a monitoring 
apparatus, and an additional node. The at least two 
disconnectable nodes are adapted to connect to appliances and 
communicate with one another. In addition, the disconnectable 
20 nodes have a device for fault handling. The monitoring 

apparatus monitors and drives the nodes. The additional node 
is connected to the monitoring apparatus and allows a fault 
state to be produced deliberately in the other nodes. 



5 
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In accordance with a further object of the invention, the data 
ring is distinguished by the ability to add an additional 
node, which can be connected by the monitoring apparatus and 
that allows a fault state to be initiated deliberately in 
5 other nodes that are provided in the data ring. 

The advantage of the data ring according to the invention is 
that even short faults on one of the nodes lead to the other 
nodes identifying the fault and, in consequence, having the 
capability to carry out a reinitialization process or some 
10 other fault handling routine since the additional node that 
can be connected allows a fault state to be produced whose 
duration is sufficient in order to initiate a fault handling 
routine in the other nodes, when this routine identified the 
disconnection or the connection of nodes. 

15 A fault state is thus produced deliberately in order to 

initiate fault handling routines that are provided as standard 
and which make the node aware of the failure of another faulty 
node, or of the addition of a further new node. 

In one preferred embodiment, this is a fiber channel data 
2 0 ring, that is to say a data ring in which serial data traffic 
takes place using a protocol in accordance with which 
synchronization signals are provided. A fault state can then 
be produced in the other nodes by the additional node 
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interfering with the transmission of the synchronization 
signals and thus initiating a synchronization fault in the 
other nodes. In particular, this fault state that has been 
produced propagates in concatenated data rings. 

5 With the objects of the invention in view, there is also 

provided a method for operating a data ring according to the 
invention that has the advantage that optimum operation of a 
data ring is ensured in a small number of simple method steps. 

Other features which are considered as characteristic for the 
10 invention are set forth in the appended claims. 

Although the invention is illustrated and described herein as 
embodied in a data ring and a method for operating data rings, 
it is nevertheless not intended to be limited to the details 
shown, since various modifications and structural changes may 
15 be made therein without departing from the spirit of the 

invention and within the scope and range of equivalents of the 
claims . 

The construction and method of operation of the invention, 
however, together with additional objects and advantages 
20 thereof, will be best understood from the following description 
of specific embodiments when read in connection with the 
accompanying drawings . 
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Brief Description of the Drawings: 

Fig. 1 is a block diagram showing a data ring according to the 
prior art; 

Fig. 2 is a block diagram showing a data ring according to the 
5 invention configured as a fiber channel HUB; 

Fig. 3 is a graph illustrating a method according to the 
invention; and 

Fig. 4 is a block diagram showing a data ring according to the 
invention in a concatenated configuration. 

10 Description of the Preferred Embodiments; 

Referring now to the figures of the drawings in detail and 
first, particularly to Fig. 1 thereof, there is shown a fiber 
channel HUB 1. This HUB 1 has a data ring 3, which has three 
nodes NO, Nl, and N2. A fiber channel appliance FCOl, FC02, 

15 and FC03 is connected to each of the nodes. Furthermore, a 

monitoring apparatus 5 is provided that monitors the nodes NO, 
Nl, and N2 . The monitoring apparatus 5 drives the nodes NO, 
Nl, and N2 . When the appliances are operating correctly, the 
nodes each pass the data traffic in the data ring 3 via the 

20 appliances, as is indicated by the dashed line within the 
nodes NO, Nl, and N2 . The nodes NO, Nl, and N2 are then 
connected. 
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If no appliance is connected to one node, the connections for 
an appliance are bridged by a bypass, as is likewise indicated 
by a dashed line. The node is thus disconnected. The same is 
true when the data signals that are received from an appliance 
5 by a node are faulty. The device for fault handling in the 
node identify this, and connect a bypass to the appliance, so 
that the node is disconnected. The node, NO, Nl, and N2 may 
in this case equipped such that the switching of a bypass is 
carried out automatically, controlled by a device for fault 
10 handling, or else the faulty behavior of the appliance is 

first of all signaled to the monitoring device 5, which then 
passes the command for disconnection to the appropriate node. 

When setting up a data ring such as this, an initialization 
procedure, the so-called Loop Initialization Procedure (LIP) , 

15 is carried out by the individual nodes NO, Nl, and N2 . The 
individual nodes NO, Nl, and N2 therefore know which other 
nodes are connected to the data ring 3 and which appliances 
are coxonected to them. If, in the example shown in Fig. 1, 
the fiber channel appliance FCOl, which is connected to the 

20 node NO, wishes to transmit data to the fiber channel 

appliance FC03 which is connected to the node N2, then the 
data to be transmitted is identified appropriately and is 
introduced into the data ring 3. The fiber channel appliance 
FC02, which is connected to the node Nl, identifies the fact 

25 that the data is not intended for it, and allows the data to 
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be passed on xinchanged. The fiber channel appliance FC03 for 
which the data is intended now identifies the fact that the 
data is intended for it and reads this data from the data 
ring 3 . 

If the appliance FC03 fails, a problem now arises in*that the 
node N2 switches a bypass, and the data will thus circulate 
further in the data ring 3. Without any further measures, 
this would result in ever more data being introduced into the 
data ring 3, without this data being removed from the data 
ring 3 again as well. It is therefore necessary for the other 
appliances FCOl and FC02 to be informed that the appliance 
FC03 has failed. In a small configuration, such as that 
illustrated in Fig. 1, this may be done via the monitoring 
apparatus 5. However, a solution such as this, as stated in 
the introduction is not flexible since simple adaptation is 
not possible if the configuration changes. 

Fig. 2 shows a data ring according to the invention. Once 
again, this is a fiber channel HUB 1 with a data ring 3. The 
data ring 3 has an additional node 6. A special circuit 
20 configuration 7, which produces a signal that is not conformal 
with the fiber channel, is connected to this additional node 6 
rather than a fiber channel appliance 4 as connected to the 
other nodes 2. While the bypass for the node 2 for a 
connected appliance 4 is opened, the bypass of the additional 
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node 6 is normally closed, controlled by the monitoring 
apparatus 5, so that the data in the data ring 3 is not passed 
via the circuit configuration 7 that is connected to the node 
6 . The initial node 6 can likewise be driven by the 
5 monitoring apparatus 5 • 

If a faulty signal is now foimd in one of the other nodes two 
by the appliance 4 which is connected to it then, as already 
described, the bypass is closed and the node is disconnected, 
together with the appliance 4 . The monitoring apparatus 5 now 

10 knows that that node has been disconnected. In a first phase 
of the fault handling process, the additional node 6 is 
connected. In consequence, the data traffic in the data ring 
3 runs via the additional circuit configuration 7 . In a 
second phase of the fault handing process, the other nodes 2 

15 are now forced not to be disconnected, but are held in the 
data ring 3. At the same time, the circuit configuration 7 
produces a faulty signal, that is to say a signal that does 
not conform with the fiber channel, and that is fed into the 
data ring 3 . If the fiber channel protocol is used, as is 

20 described here, the synchronization signals are interfered 
with. In the intact nodes 2, this leads to the so-called 
"loss-of -sync" fault being identified. According to the 
appliance specifications for node modules, a loss-of-sync 
fault which is present for a specific minimum time initiates a 

25 reinitialization process, a so-called "Loop Initialization 
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Procedure" (LIP) . Since the fault has occurred in all of the 
nodes, as when the data ring was set up, all the intact nodes 
2 confirm which other appliances are currently held in the 
data ring 3. This process identifies which of the appliances 
5 4 and which of the associated nodes 2 are deflective and can 
thus no longer be addressed by the appliance. 

Once this fault handling phase has been completed, the faulty 
node is finally removed from the data ring 3 in a third fault 
handling phase, and correct operation of the data ring is 
10 subsequently possible once again - 

The procedure when a fault occurs is illustrated once again 
the in foirm of a diagram in Fig. 3, In one preferred 
practical embodiment of the data ring according to the 
invention or of a method according to the invention, the 

15 additional node is connected within 1 ms. The second phase, 
in which all the appliances are held in the data ring and a 
faulty signal is at the same time produced by the additional 
node in the fiber channel convention, lasts for 108 ms. The 
third phase, in which the faulty node is removed from the data 

20 ring, that is to say it is disconnected, has an intended 
duration of 177 ms . This process is compliant with node 
modules which typically carry out a loop initialization 
procedure once a loss-of-sync fault has lasted for 100 ms. 
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The third phase prevents a total shut down of the common data 
ring when HUBs which operate in the same way are concatenated. 

Fig. 4 clearly shows how a data ring according to the 
invention can be used in a concatenated configuration. This 
5 clearly shows the advantages with regard to flexibility 
offered by the solution according to the invention over 
control via the monitoring apparatus. 

The upper part of Fig. 4 shows HUB 1 with a data ring 3 
according to the invention, as has already been described with 

10 reference to Fig. 2. One of the appliances 4 has been 

omitted, and, instead of this, the second HUB 12 has been 
connected, which is configured conventionally, in a 
corresponding manner to Fig. 1. Fiber channel appliances 11 
are also connected to the second HUB 12 . If a fault now 

15 occurs in one of the appliances 4 that are connected to the 
first HUB 1, then, as described initially, it would also be 
possible to carry out a fault handling routine using the 
monitoring apparatus 5. In a concatenated configuration, as 
is illustrated in Fig. 4, the monitoring apparatus 5 for the 

20 first HUB cannot, however, monitor or influence the operating 
state of the nodes 2 or of the appliances 11 for the second 
HUB 12 which are connected to it. In the case of data rings 
according to the prior art, it was impossible for the HUB 1 to 
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initiate a loop initialization procedure for the node 2 in the 
second HUB 12 • 

In the case of a refinement of the data ring 3 for the HUB 1, 
according to the invention, as has been described with 
reference to Fig. 3, the faulty signal produced by the 
additional node 6, that is to say the signal which is not 
conformal with the fiber channel, propagates and thus also 
reaches the second HUB 12 and the nodes 2 and appliances 11 
connected to it. In this case as well, a loss -of -sync fault 
occurs which, after a certain time period leads to a Loop 
Initialization Procedure. As soon as a fault has been 
identified, an additional node 6 with the special circuit 
configuration 7 connected to it is activated in this case as 
well, and the nodes 2 would be held in the data ring since, 
otherwise the occurrence of a fault would result in automatic 
disconnection of the nodes. Since a Loop Initialization 
Procedure is always intended to be carried out in fiber 
channel nodes, a data ring according to the invention can be 
coupled to any other desired fiber channel data rings which 
are configured according to the invention, so that the 
advantages according to the invention also extend to these 
data rings. There is no need for any additional monitoring 
apparatus at a higher level than the data rings to pass on the 
information about the connection and disconnection to 
connected data rings . 
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